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This work: What, how and why

[ RuleType |===—5f ElementType multievel neutral meta-model
name: String. " [name: String.
hierarchy: bool “conformator Melanee
) omvorced) foatures
Multi-level refactoring process

Two-level limitations

= Precision
= Recall

Fscore

Confidence threshold

Evaluation and experiments

Juan de Lara, Esther Guerra, and Jestis Sdnchez Cuadrado. “When and How to Use Multilevel Modelling”. In:

ACM Trans. Softw. Eng. Methodol. 24.2 (Dec. 2014), 12:1-12:46. 1ssN: 1049-331X. poI: 10.1145/2685615
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What is MDSE?

Model-Driven Software Engineering.

Representing information in a structured o
way. I
Uses:

m Code generation
= Simulation @el [ |f

m Documentation
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Example: Security Policies

children

¢type
—@| PolicyType [@—
name: String
ruleTypes ], 1..* 1..*], elementTypes
parameters
RuleType .z ElementType
name: String " | name: String
type hierarchy: bool
Ttype
parameters
Rule Parameter
- L. - *
name: String name: String
rules T # * 'elements
L @ Policy >—
name: String

Tejeddine Mouelhi, Franck Fleurey, and Benoit Baudry. “A Generic
Metamodel For Security Policies Mutation”.
Computer Society, 2008, pp. 278-286

In: Proc. ICST. IEEE
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Limitations of traditional approaches

PolicyType
ruleTypes |, 1..* 1..*/, elementTypes

l RuleType Irﬁ ElementType

name: String name: String
type hierarchy: bool

Complexity tends to grow pretty fast.

m Difficult to read

children

[name: sring J&—
elements

m Complex maintenance

m Low reusability
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Multi-level modelling (MLM)

The good:
m Unbounded levels of abstraction
= Richer semantics

m Cleaner structures

The bad:
m Lack of consensus on foundations
m Technology lock-in

m Tool isolation
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Security Policies with MLM

(Q) “flat” meta-model

PolicyType

parameters

1..*], elementTypes
ElementType

name: String
hierarchy: bool
type

elements

ruleTypes |, 1..*
RuleType
name: String

children

parameters
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Security Policies with MLM

(Q) “flat” meta-model

PolicyType

parameters

ruleTypes |, 1..*
RuleType

name: String

1..*], elementTypes
ElementType

name: String
hierarchy: bool
type

elements

parameters children

flat” model

(€) “
iline rbac:PolicyType ;type|
name= “RBAC”

name= “Role”
hierarchy= true

name= “UserRole” user:ElementType l
type name= “User”
hierarchy= false
‘type
pl:Parameter
l rule:Rule name= “Romain”
name= “R1” o

- - - name= “Student”
policy:Policy
name= “LibraryRBAC”
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Security Policies with MLM

(b) multi-level specification

PolicyType

(Q) “flat” meta-model

PolicyType

ruleTypes

1.% 1..*| elementTypes

ruleTypes [, 1..* 1.*, elementTypes - hildren@(2)
arameters RuleType % ElementType
RuleType P ElementType ‘ yp. Tl - P
& name: String name: String
name: String name: String hierarchy@1: bool
hierarchy: bool

type

elements

children

parameters

flat” model

(€) “
type rbac:PolicyType :type|
name= “RBAC”

name= “Role”
hierarchy= true

name= “UserRole” user:ElementType l
type name= “User”
hierarchy= false
‘type
pl:Parameter
‘ rule:Rule name= “Romain”
name= “R1” o

name= “Student”

policy:Policy
name= “LibraryRBAC”
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Security Policies with MLM

(Q) “flat” meta-model | (b) multi-level specification
e
PolicyType
PolleyType !
. —
name: String I (i 1. 1..*| elementTypes
ruleTypes [, 1..* 1..*], elementTypes hildren@(2)
arameters RuleType % ElementType
RuleType P ElementType I ‘ yp. Tl - P
i _ name: String name: String
name: String name: String I hierarchy@1: bool
hierarchy: bool
type I \
T children |
= I !
:
elements I '
C) “flat” model : l d) multi-level model |
type " m
rbac:PolicyType itype rbac:PolicyType -
role:ElementType I name= “RBAC” rparam: | fole:ElementType
name= “Role” name= “Role”
hierarchy= true I + [roles:ruleTypes hierarchy= true
name= “UserRole” user:ElementType l I userRole:RuleType user:ElementType
‘type name= “User” name= “UserRole” name= “User”
hierarchy= false ‘ | hierarchy= false
‘type
|
‘ rule:Rule name= “Romain” I
name= “R1” -
TS 3 p2:Parameter I
" n name= “Student”
policy:Policy I
name= “LibraryRBAC” |
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Security Policies with MLM

(Q) “flat” meta-model | (b) multi-level specification
o
PolicyType
PolicyType |[€@—— I - i .Vp
yive ypes
I ruletypes| | « 1.*| elementTypes
ruleTypes [, 1..* 1..*], elementTypes hildren@(2)
arameters RuleType % ElementType i|
RuleType P ElementType I ‘ p—— Syt':ing Tl e Stringyp
name: String name: String I hierafchy@l: bool
hierarchy: bool
type I '
arameters children |
- | |
:
elements I '
(C) “flat” model : : (d) multi-level model
type n m
rbac:PolicyType ‘type rbac:PolicyType
X Qpe = = . role:ElementType
role:ElementType I name= “RBAC rparam: = -
name= “Role” name= “Role’
hierarchy= true I + [roles:ruleTypes hierarchy= true
name= “UserRole” user:ElementType l I userRole:RuleType user:ElementType
‘type name= “User” name= “UserRole” name= “User”
hierarchy= false | hierarchy= false
Tiv.& N
pl:Parameter I
R = ‘ rule:userRole
‘ rule:Rule name= “Romain” I ‘ —RL
name= "R1” . name=
TS 3 QZ.Paramzter I -roles
:
policy:Policy I policy:rbac name= “Student”
name= “LibraryRBAC” | name= “LibraryRBAC”
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Refactoring into MLM

multi-level neutral meta-model

«conforms to» ! Melanee

discover

transform recommend MetaDepth
to ML MLM approach MultEcore
meta-model meta-model
(flat) (annotated) deploy features
Cleploy ) 0 e
by MLM tools

MLM tool

Goals:
m Empirical data about MLM improvement
m Automatic refactoring tool

m Convergence of MLM frameworks
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Step 1: Detecting smells

discover
multi-level
“smells”

meta-model meta-model
(flat) (annotated)

Heuristic-based annotation
Based on structure and name similarity
Adjustable confidence threshold

Open to human intervention (i.e. semi-automatic)
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Step 1: Detecting smells

«typing»
type\ «type»
PolicyType |@
«type» «type»
ruleTypes |, 1..* «type» 1..%y elementTypes
«typey para l'l’l(‘.'."[(‘.'.‘l’%k «type»
RuleType 1.# | ElementType
type N N type
«typing» «typing»
«instance»
«instance» parameters | «instance»
Rule 1 _*| Parameter
rules * Nelements
«instance» «instance»
«instance» [|[@——
Policy
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Step 2: Refactoring

multi-level neutral meta-model

N
«conforms to» |

, ( transform
to ML

meta-model

(annotated)

m Transformation applied to each annotated pattern
m Based on annotations from previous step

» Single-model output (for now)

m Automatic
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Step 2: Refactoring

E Potengy

= end: Eint=1
< depth:Eint =1

= <EStr
| 7 name : ESting ‘ % DeepElement

0.1] potency

Root

B Hierarcny
|

10.] cardinality

B cardinality
< max: Eint =1
= min:Eint=0

5 1ypeasiement

[0..#] models B model

©-11 "“"t [0.7] children T o 1tvpes | p.4instances

0.] elements

& pataType H Level

~ bool = level: Ent =0 ‘ |

= int ‘ H Clabject o0 features 9 Feature ‘

- :ﬁg 7 IsAbstract : EBoolean =false [ _ )
< isMultiType : EBoolean = false

10.] superTypes [0.7] subTypes [1.1] target

H Reference l [ H attribute l

| < type: DataType = string
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Step 3: Recommendation

multi-level neutral meta-model

«conforms to»/:'\ Melanee
recommend MetaDepth
MLM approach MultEcore
features
supported
by MLM tools

m Based on framework support for MLM features

m Three degrees of support: supported, emulated, unsupported
m Scores and ranking output

m Automatic
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Step 3: Recommendation

dimension |multi-level feature start end depth MetaDepth
potency standard potency 1 1 n(n>1) +
in leap potency n(n>1) n 1 +
clabjects replicability n(n>1)[m (m>n) 1 — (m=n)
and deep leap potency n(n>1) n o(0o>1) — (o=1)
references |deep replicability n(n>1)[m (m>n)fo (0>1)|| — (m=n,0=1)
potency in |attribute durability 1 n(n>1) 1 -
attributes attribute mutability n (n>1)[m (m>n) 1 ~ (m=n)
shallow ref. cardinality 1 1 1 -+
instantiation deep.ref. car'dmahty n (n>1)[m (m>n)fo (0>1) ~ (OCL) .
multiple typing - - - + (a-posteriori)
abstract types - - - +
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Step 3: Recommendation

dimension |multi-level feature start end depth MultEcore

potency standard potency 1 1 n(n>1) ~ (n=00)

in leap potency n(n>1) n 1 ~ (n=00)

clabjects replicability n (n>1)[m (m>n) 1 +

and deep leap potency n(n>1) n o(o>1) ~ (0=00)

references |deep replicability n (n>1)[m (m>n)|o (o>1) ~ (0=00)

potency in |attribute durability 1 n(n>1) 1 ~ (n=00)

attributes  |attribute mutability n (n>1)[m (m>n) 1 — (always mutable)
shallow ref. cardinality 1 1 1 +

instantiation deep.ref. carfilnallty n(n>1)[m (m>n){o (0>1) —
multiple typing - - - + (supplementary)
abstract types - - - +
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Step 3: Recommendation

dimension |multi-level feature start end depth Melanee
potency standard potency 1 1 n(n>1) +
in leap potency n(n>1) n 1 ~ (n=1)
clabjects replicability n(n>1){m (m>n) 1 — (n=1,m=n)
and deep leap potency n(n>1) n o(o>1) — (n=1,0=1)
references |deep replicability n(n>1){m (m>n)|o (0>1)||— (n=1,m=n,0=1)
potency in |attribute durability 1 n(n>1) 1 +
attributes  |attribute mutability n (n>1)[m (m>n) 1 +
shallow ref. cardinality 1 1 1 +
instantiation deep-ref. carfhna]lty n(n>1){m (m>n)|o (0>1) —
multiple typing - - - —
abstract types - - - ~ (potency=0)
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Step 4: Deployment

multi-level neutral meta-model

B
«conforms to» ! Melanee

recommend MetaDepth
MLM approach MultEcore
features
supported
by MLM tools

MLM tool
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Step 4: Deployment

multi-level neutral meta-model

«conforms to»/:'\ Melanee
recommend MetaDepth
MLM approach MultEcore
features
supported
by MLM tools

MLM tool

12 /16



Evaluation: Gain

meta-model flat meta-model multi-level version
classes |refs. |attrs. [|classes |refs. |attrs. [reduc.
Security Policies| 7 12 7 4 5 4 | 50%
Agate 69 |123] 81 64 |118] 81 | 4%
CloudML 21 28 | 26 15 17 | 26 | 23%
CloudML-2.0 33 50 | 44 21 40 | 44 | 18%
HAL 42 16 | 72 41 15172 | 2%
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Evaluation: F-score optimization

0.6 = Precision
= Recall
F-score
0.4 ﬂ

0.2

0.0

0 2 4 ] 8 0

Confidence threshold
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Conclusions

multi-level neutral meta-model

«conforms to» ! Melanee

mdj(cio;:,rg Transform = recommend MetaDepth
e to ML = MLM approach MultEcore

meta-model meta-model

(flat) (annotated) deplo features
supported
MLM tool

by MLM tools

m Empirical evaluation of MLM with third-party data
m Prototype tool support
m Tool-independent representation of MLM hierarchies
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E Potengy
7 start: Eint =1
0.1] potency | T end : Eint=1
< depth:Eint =1

[1.1] potency

‘ 5 Deenlement

7 Named
 name : EString

Root

E Hierarchy [0.] models j H Model | 0.4 elements | T | 10."] cardinality
J i

< max: Eint =1
i ©.1 parent [0.] children T R types | 0.4 instances Z min:Eint=0
1] level

= hool = level: Eint=0

B cardinality

= int

‘ H Clabject [0..] features 9 Feature ‘
- float |

= string T isAbstract : EBoolean = false
2 7 isMultiType : EBoolean = false

[1.1] target

H Reference l [ H attribute l

| < type: DataType = string

[0.] superTypes 10.] subTypes

m Support more scenarios
m Large-scale evaluation (Github)

m Crystallize tool-independent metamodel as exchange format
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